ENSURING SPECTRUM SECURITY
DURING A MAJOR INTERNATIONAL

SUMMIT IN BRAZIL

How Anatel safeguarded national

spectrum during the UN COP 2025

Domain: (W Application:
Land A Spectrum monitoring W

Problem - Safeguarding a high-risk
national RF environment

As one of the world’s most vibrant and diverse
countries, Brazil is the natural host for large inter-
national sporting, government, and cultural events.

However, major international summits represent
some of the highest risk environments for
radiofrequency operations. Tens of thousands
of visiting delegations, heads of state, global
media organisations, emergency services,
aviation operators, and temporary wireless
systems converge into dense urban areas,
creating a fragile and sensitive RF environment.

In November 2025, Brazil hosted the 30th
Conference of the Parties (COP30) to the United
Nations Framework Convention on Climate

Change (UNFCCC) in Belém, bringing together
representatives from 190 countries and over
500,000 visitors within a highly concentrated urban
and airport environment around the size

of 100 football fields.

For Anatel (Agéncia Nacional de
Telecomunicagoes), Brazil’s federal
telecommunications regulator, the mission was to
enable connectivity and ensure that the emergency
services, aviation, broadcasters, and GNSS,

could operate without interference, unauthorised
transmissions, and deliberate jamming.

Customer:
Regulator

Solution - National spectrum
security operations

Anatel deployed a network of RFeye Nodes across
the Belém metropolitan and airport to conduct
continuous spectrum monitoring throughout COP30
2025. High temperatures, humidity, and rainfall in
Belém required the highly specialized equipment
for this mission to be robust and resilient.

The Anatel task force was divided into three main
groups: the real-time spectrum monitoring team,
the field team responsible for interference hunting,
and local support to the service providers. This
combined robust command and control with rapid
tactical response.

Daniel Ferreira, who coordinated the spectrum
team, created a mobile application that coordinated
the operation between all the teams. Once a
spurious emission was detected and geolocated

by RFeye Site, the information was promptly
forwarded to the field team, supporting rapid
deployment to locate and address interference

or jamming.


https://www.linkedin.com/in/ferreiradanielq/

Result — Operational outcomes

Using a permanent network of highly sensitive RF
sensors and geolocation software allowed Anatel to

rapidly detect and address anomalous emissions across

one of the world’s most complex RF environments.

Over the course of the event, the regulator analysed
416 emissions across cellular, GNSS, land mobile
radio, broadcast television, and professional wireless
microphone bands, enabling rapid identification of
anomalous or potentially disruptive transmissions.

All detected anomalies were geolocated, assessed,
and resolved before they could degrade public
safety, aviation, broadcast, or emergency service
communications. The deployment enabled

Anatel to operate proactive and persistent
monitoring rather than a reactive enforcement
model. This allowed uninterrupted services,
safeguarded critical communications, and
enforced regulatory compliance in real time.

These outcomes demonstrate Anatel’s ability
to execute sovereign-grade spectrum security
operations at scale, even within dense,
temporary, and high-risk RF environments.

The Anatel team were able to ensure the
success of the event in a dense, high-risk RF
environment thanks to three key factors:

e Robust and reliable signal processing equipment
capable of operating under harsh environmental
conditions: the RFeye Node 100-8

e High-capacity spectrum data management
using versatile software: RFeye Site

e Multiple simultaneous users being able
to perform independent tasks without
performance degradation; up to three
users needed to simultaneously access the
same sensor: the RFeye Node 100-8

With remote teams operating from Brasilia to Belém,
Anatel maintains a nationwide network of more than

100 RFeye Nodes, providing country-wide monitoring.

Building on a proven track record of successful
deployments during nationally significant events
— including the Olympics, World Cup, and COP30
— Anatel continues to expand this monitoring

architecture through ongoing cooperation with CRFS.

“I've been using the RFeye for over

12 years in spectrum monitoring and
management, particularly during major
events such as COP30. Its ease of use,
versatility, and robust design stand out.

The system performs reliably in outdoor
installations under harsh conditions,
including high temperatures, humidity,
heavy rain, and extreme cold. I hope
my institution will expand its monitoring
capabilities with additional units in the

near future.”
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RFeye® Site

Real-time spectrum monitoring
& geolocation toolkit

Want to discuss your
deployment needs?
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Drop us a message & let Er-_ o
us know how can we help Talk to us

SILVUS 'lIIlRFeye®

Silvus Technologies, a Motorola Solutions company, builds
mission-critical capabilities that enable defense and
security organizations to understand the electromagnetic
environment, maneuver through the spectrum, and
maintain an operational advantage in contested conditions.
Through an interoperable ecosystem of industry-leading
RFeye™ sensors, resilient tactical communications, and
advanced electronic warfare capabilities, Silvus extends
SIGINT to dismounted operators and uncrewed platforms—
empowering forces to sense threats, connect forces, and
command the spectrum. Together, these capabilities deliver
the situational awareness and decision advantage needed
to achieve spectrum superiority.
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